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Webinar Structure

● The Art of Phishing 
● Examples of Phishing Emails 

Principles of Persuasion Used in Phishing 
Emails

● Technical Countermeasures
● Non-technical Countermeasures
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The Art of Phishing 

● Phishing is the fraudulent attempt to obtain sensitive 
information such as usernames, passwords by disguising as a 
trustworthy entity in an electronic communication.

● Victims might be tricked into a clicking a link through to a fake 
webpage with the aim of persuading them user to enter 
personal information
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How Spear Phishing Works
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Examples of Phishing Emails 
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Persuasion 
Principle:

Authority

Liking/Similarity



Examples of Phishing Emails Contd.
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Persuasion 
Principle:

Authority

Liking/Similarity



Examples of Phishing Emails Contd.
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Persuasion 
Principle:

Commitment/

Consistency

Liking/Similarity



Technical Countermeasures

3. Use a Sandbox 
to Download the 
Attachment

Sandboxie.com

1. Scan the 
URL

VirusTotal.com

2. Investigate 
the Sender’s IPs

CentralOps.net

cyren.com
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Non-technical  Countermeasures

3. Beware of online requests 
for personal information. 

4. Watch for spelling and 
grammatical mistakes

5. Look for generic greetings. 

6. Avoid emails that insist you 
act now.

1. Google 
Search

2. Call the 
‘Sender’
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Thank you!

Got Questions?

10


