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Our Reality 

• As of June 2019, figures from Statista showed 
that Nigeria had 123.49 million internet 
users. Out of this figure, 74 percent of web 
traffic was generated via smartphones, and 
only 24 percent via PC devices. 

 

• More devices = More users = More Victims ? 



Key Questions 

• Why are you a target? 

• Why are online scams so rampant? 

• What are some examples? 

• How can you spot them? 

• How should you respond to them? 



A freedom of information (FOI) request submitted by the 
charity to Action Fraud, showed that the police received 
4173 reports of cybercrime from people aged 55+ from 
April 2018 to March 2019. Of those that became victims, 
a total loss of just over £4m was recorded. Those in this 
age group represented 19% of the overall number of 
reported cybercrime victims in this period. 



Why You? 

• Data is the new oil 

• Identity theft or impersonation 

• Business Executives & VIPs 

• Retirement benefits 

• Next of Kin or Inheritance 

• More likely to be: 
– Less tech-savvy 

– More trusting 

– Lonely 



Why So Rampant? 

• The internet is powerful 
– Free tools 

– Free tutorials 

– Anonymity of attackers 

 

• Social media provides all the necessary 
personal information 
– LinkedIn profile 

– Press releases, articles and blog posts 

– Children’s Instagram posts, Tweets, and so on 

 



Financial Fraud 
A Closer Look at Some  

Common Scams 

 



SMS Scams 

• Also called SMiShing  

 

• Hooray!!! You have just won N2 million. Call 
this number NOW to redeem our reward. 

• Congratulations. You have been selected to 
receive an iPhone11. Call John now on … to 
verify your identity and receive your gift. 



Phone Call Scams 

• Also called Vishing – voice solicitation 

 

• Common scenarios are: 

– Child is involved in an accident 

– Nephew has been arrested by SARS 

– Grandchild has been kidnapped 

– Pastor Joshua gave me your number… 

– Bank customer service 

– Company representative (HR, Finance, IT support) 



ATM Skimmers 



Email Attacks 

• Email Scams – Phishing 

• Email Compromise 

• Malicious links and attachments 

• Spamming – Unsolicited Bulk/Commercial 
email 

 



Email Scams - Phishing 

• Billions of email accounts exist 

• Emails are easily sent out instantly 

 

 





What to Look out For 

• Too many scams, but here are the red flags: 

– Too good to be true (a get rich quick offer) 

– Out of the blue or unexpected 

– Requires you to provide personal & financial 
information 

– Requires urgent action 

– Generic salutation like “Dear Customer” or “Hi” 

 

 







Can you tell the difference 
between legitimate & phishing 

websites? 

https://www.opendns.com/phishing-quiz/ 
 

https://www.opendns.com/phishing-quiz/
https://www.opendns.com/phishing-quiz/
https://www.opendns.com/phishing-quiz/


Email Compromise 

• Typical causes: 

– Weak passwords (common, short, simple) 

– Repeated passwords 

– Seldom changed passwords 

– No 2-Factor Authentication 

– Shared passwords 

– Written passwords 

– Unlocked devices 

– Sharing habit online 



Malicious Links & Attachments 

• Malware can be downloaded to steal 
information or silently conduct surveillance 

• Links can be used to collect certain 
information or even compromise your system 



Social Media Attacks 
Cyber Attacks Perpetrated  

via Social Media 

 



WhatsApp Hijack 

• Relatively easily to execute 
– Stolen phones 

– Sim swap 

– Malicious app or update 

 

• Very attractive 
– Reach - Forwarding to groups and individuals 

– Trusted identity 

– Valuable data 

– Ease 

– Guard is down 



WhatsApp Scams 

• Malicious links forwarded to individuals and 
groups 

• False information widely distributed 

• No way to verify actual source of information 

• Fake business accounts 

• Request for urgent help 

• Request for information 

 







https://faq.whatsapp.com/general/account-and-profile/stolen-accounts/ 

WhatsApp Recovery 



Account Hijack/Takeover 

• Malicious links sent via different social media 
platforms to unsuspecting victims from a 
hijacked account 

• Spread of false/misleading information 

• Fake businesses 

– Investment opportunities 

– Anti-ageing creams or drugs 

– Libido boosters E.g.: Viagra 





Romance Scam 

• Aim is usually financial gain 

• Promise of love and attention 

• Typically requires some money to buy flight 
tickets or sort out some issue or the other 

• Friendship and trust is built over time before 
exploiting the victim 

• Not too common locally, but your friends and 
family abroad may need this information 

 



Romance Scam 



General Security Tips 
How to Guard Against  

Cyber Threats 

 



What Can You Do? 

• Use strong passwords (long, private, 
uncommon) 

• Use 2-Factor Authentication 

• Always update apps & firmware promptly 

• Use only official app stores 

• Lock sim cards and devices 

 



What Can You Do? 

• Trust but Verify 

• Use official contact information from 
authentic websites or social media handles 

• Stop.Think.Connect 

• Seek professional opinion or help 

• Report anything suspicious 

 



• Make your accounts private 

• Delete unused/old accounts 

 

• Share with care 

– Home, school & work addresses 

– Banking information (BVN, bank, account number) 

– Card information (number, cvv2, pin, expiry date) 

– Travel information (date, time, airline, destination) 

• If you must share, do not do it in real-time 

What Can You Do? 



Password Managers 

• Why? 

– Generate strong passwords 

– Safe storage 

– Available across devices 

– Multiple users (shared accounts) 

– Autofill (risky) 

 

• Examples: LastPass, 1Password, NordPass etc. 



Creating Strong Passwords 
• Use a Phrase (3+ words) 

• Use different types of characters 

• Make it long (8+ characters) 

• Examples: 
– H0neyI’mHom3% 

– tru5tBUTv3r!fy 

– aWo0fd&bel!3 

– h3avenIMh0me* 

– CySecIAShar3d& 

www.howsecureismypassword.net 



Toothbrush = Password 

• Pick a good strong one 

• Do not share with anyone 

• Change it regularly 

• Do not reuse an old one 

• Supplement with floss & mouthwash (2FA) 

 

• Go ahead and change that 3-year old 
password NOW!!! 



Q&A 

Thanks for listening!!! 

 

Do me a favour and connect with @stcnaija & 
@cyberexpertsng on Twitter and Instagram 

SAMAILA ATSEN BAKO 
@atsen_  Linkedin.com/in/atsenbako 


